Configuring the NetBackup Cloud
Connector for use with StorReduce ..,

Introduction

This document explains how to configure the NetBackup 7.7+ Cloud Connector to work with
StorReduce.

Prerequisites

A functioning NetBackup 7.7+ installation with a Master Server, a Media Server and Cloud
Connector (all of which can be running on the same server) and NetBackup 7.7+ Administration
Console.

A functioning StorReduce server.

NOTE: For NetBackup 7.7.3 and older installations, the NetBackup device mappings file will
need to be updated to version 1.131 or greater and the NetBackup CloudProvider.xml file,
should be updated to version 2.1.4 or greater. This recognition of the StorReduce product in the
relevant drop-down menus.

The device mappings file can be found on the Veritas support site at
https://www.veritas.com/support/en US/article.000025759 for UNIX and
https://www.veritas.com/support/en US/article.000025758 for Microsoft Windows.

The CloudProvider.xml file instructions for its installation can be found in the Cloud
Configutation package on the Veritas support site at:
https://www.veritas.com/support/en_US/article.000097618.
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NetBackup Configuration

Step 1: Launch the Cloud Storage Configuration Wizard

EIE

W nbu-win-master.nbu-win.loc (7.7 Enterprise Server Evaluation) - NetBackup Administration Console [NBU-WIN-MASTER\Administrator logged into n...| = [

nbu-win-master.nbu-win.loc (Master Server)

4
¥

5 nbu-win-master.nbu-win.loc (Master Server)
ackup, Archive, and Restore

g Activity Monitor
? NetBackup Management
o [E] Reports
@ Policies
o (=1 Storage
0 Catalog

Media and Device Management
E) Device Wonitor

o Media

- E Devices

o &% Credentials

B Access Management

o @1 Vault Management

o & Bare Wetal Restore Management

Logging Assistant

-

S Getting Started
%ﬁ Get step-by-step help setting up Net8ackup from start to

finish

i Configure Storage Devices
Define robots and drives.

. Configure Disk Storage Servers
‘ J Define servers data 1, 0

or AdvancedDisk technology.

‘{f\ Configure Cloud Storage Server
E-/. Define servers supporting Cloud Storage

Configure Disk Pool
Define disk and media servers to be used in a disk pool

Configure Volumes
Inventory robots and defing volumes for use in standalone
drives.

ﬁ Configure the Catalog Backup
L Specify how and when NetBackup configuration and cataleg
information is to be backed up

{0Y-._ Createa Policy
/52 Define schedules and settings to back up dlients, virtual
> clients, NDMP hosts, Oracle and SQL Server data.

w "] Recover the catalogs
. Restore the catalog in 2 disaster recovery situation from a hot
catalog backup.

(@) Alert Notification|

To configure the NetBackup Cloud Connector, first connect to the NetBackup Master Server
using the NetBackup Administration Console. Select the top node in the tree in the left hand

pane and click on the the ‘Configure Cloud Storage Server’ in the right hand pane.
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Welcome to the Cloud Storage Server Configuration Wizard

This wizard helps you to create a cloud storage server and a disk pool.

The storage server and disk pool you create will enable NetBackup to send your data to
your cloud storage provider.

Hote the following points before you configure the cloud storage server:

* You must have deployed the security certificate to the media server in
order for the media server to be available for cloud deployment. Click
Help or refer to the NetBackup Cloud Administrator's Guide for
instructions to deploy the security certificate

* You need to provide the credentials to access your cloud storage
accountwhen prompted. If you do not have an account, you can select
a cloud storage provider and create an account using the wizard.

* [fyour existing cloud storage provider is not listed in the wizard screen,
click Help or refer to the MetBackup Cloud Administrators Guide.

To begin, click Next. For assistance, click Help.

[ | o] gmon | |

You should now be able to see the ‘Cloud Server Configuration Wizard’ shown above. Click the

‘Next’ button to begin configuration.
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Step 2: Configure the Cloud Storage Server
. Cloud Storage Server Configuration Wizard - NetBackup -

Add Storage Server
"'Q’\) Select cloud provider
T
Cloud Storage Providers

‘Type here to search

AG3T 3WTage
HGST Object Storage System —

hicloud §3
hicloud simple storage senvice

Hitachi Cloud Service (HCS)
Hitachi Off Premise Public Cloud

Hitachi Content Platform (HCP)
Hitachi On Premise Private Cloud

Rackspace
Cloud Files

StorReduce

Deduplicate Cloud Storage

SwiftStack
SwiftStack Object Storage

Telefonica
Telefonica Cloud Storage

Verizon
Verizon Cloud Storage

[4]

To continue, click Next.

< Back || Next> || Cancel || Help |

On the next page of the wizard select the StorReduce option and click ‘Next’.
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Add Storage Server
Select a media server and provide cloud storage service credentials. To be listed below
in the media server drop-down list a security certificate must be deployed and
HetBackup must be running including the NetBackup Cloud Store Service Container
(nbcssc).

‘ Cloud storage provider - StorReduce
. Service host: =

Storage server name: [ ]v|
Add Cloud Storage
Media server name: [nhn—master—1 .c.storreduce-dev.internal ] - |

Access details for StorReduce account

Access key ID: [

Secretaccess key: |

& Ifyou do not have StorReduce account
Create an account with StorReduce.

Advanced Settings

To continue, click Next.

Gt | o |[_gomen |t |

On this page you can configure the connection to your StorReduce server. Click on the ‘Add
Cloud Storage’ button and the ‘Add Cloud Storage’ dialog will pop up as shown below:

[ General Settings | Region Settings

Provider type: StorReduce

Service host: |hostname—0f—y0ur—3t0rReduce—server.com |

Service endpoi | |

HITP port: [20 |

HTTES port: [442 |
|

Storage server name:  |StorReduce]

Endpoint access style: |Path Style [~]
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In the ‘Add Cloud Storage’ dialog:
e Set the ‘Service host’ field to the hostname of your StorReduce Server. Important: this
value must be the same as the value of the ‘Hostname’ field in the ‘Settings’ tab of the
StorReduce Dashboard. E.g.

Network

Hostname

| hostname-of-your-storreduce-server.com 4

The hostname of this StorReduce server, or a comma separated list of hostnames. Objects stored in this server will be
addressed http://hostname/bucket/key or http://bucket. hostname/key

Leave the ‘Server endpoint’ field blank.

Leave the default values of 80 and 443 in the ‘HTTP port’ and ‘HTTPS port’ fields, unless
you have changed these in the StorReduce Settings.

Set the ‘Storage server name’ to something memorable.

Set the ‘Endpoint access style’ field to ‘Path Style’.

Click ‘OK’

Back in the ‘Add Storage Server’ page of the wizard, select the media server you wish to use.
Then add the ‘Access Key ID’ and ‘Secret Access Key’ for the StorReduce Server.

You can obtain the ‘Access Key ID’ and ‘Secret Access Key’ by navigating to ‘Users’ tab of the
StorReduce Dashboard and selecting a user who has access to the StorReduce Bucket in
which you intend to store the data (we recommend using ‘Root User’ if you are getting started).

C 58 torReduce Browse Data Users Settings Maintenance Sign Out
Edit User = Manage Password  Manage Keys
ID ARN Name Email Address Has Password Keys Disabled
a8 arm:aws:iam::0:root Root User v 3

Then click ‘Manage Keys’ and then ‘New Key’

6/19



(‘_’}Storﬂ educe Browse Data Users Settings Maintenance Sign Out

Manage Keys for Root User

Access Key Id Created Date
& S1Q60WQMUVVFI3Z80GE6 Wed, 29 Jul 2015 06:37:53 GMT
® 4YKXIB3VZ5R23FBKUDBD Wed, 29 Jul 2015 07:01:18 GMT
5 1F20F17ICKF6FUZCRASG Fri, 31 Jul 2015 02:35:55 GMT
= YMRHO75JEFAQEISS0N4Z Wed, 09 Sep 2015 03:37:06 GMT

Key Created

Access Key Id YMRHO75JEFAQEIG30N42
Secret Access Key pYPKPQSinldlsrwdyYKES0P8xXs+eW++Esdh5MB
Important!

Please take a copy of the Access Key Id and Secret AccessKey for your records. The Secret Access Key will not
be available when you navigate away from this screen, or push any of the buttons on the screen.

Done

You can copy the ‘Access Key ID’ and ‘Secret Access Key’ from this page into the Wizard.

Cloud Storage Server Configuration Wizard - NetBackup 5

Add Storage Server
ﬁ;} Select a media server and provide cloud storage service credentials. To be listed below
in the media server drop-down list a security certificate must be deployed and
NetBackup must be running including the NetBackup Cloud Store Service Container
(nbcssc).

Advanced Server Configuration .

| [/ use ssL/ [] Use Proxy Server

Ele

rage
HTTP Headers:

Header Value

T

| Ok H Cancel H Help |

Advanced Settings

To continue, click Next.

<pack || next> || Ccancel || Help ‘

Back in the ‘Cloud Server Configuration Wizard’, click on the ‘Advanced Settings’ button and in
the ‘Advanced Server Configuration’ dialog, ensure that the ‘Use SSL’ checkbox is unchecked.
Then click ‘OK’ to close the dialog and ‘Next’ to move to the next page in the wizard.
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Cloud Storage Server Configuration Wizard - NetBackup -

: Add Storage Server
{(?) Specify encryption settings

Encryption
[_] Encrypt data using AES-256 before writing to cloud storage

ﬂ This will configure storage server with type storreduce_raw

To continue, click Next.

‘ < Back || Next > || Cancel H Help |

On this page, ensure that the ‘Encrypt data using ..." checkbox is unchecked. The StorReduce
server can’t deduplicate encrypted data, but it can encrypt the data before sending it to the
underlying cloud object store (e.g., Amazon S3). You can configure this on the ‘Settings’ page
in the StorReduce Dashboard. Click ‘Next'.
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Cloud Storage Server Configuration Summary

Verify specifications
Review the following storage server summary. [finformation is incorrect, click the Back
button and correct your specifications

Storage server type: storreduce_raw

Encryption enabled: Mo

Access key ID:

Media server name: nbu-master-1

Storage server name:  StorReduce

Click "Next'

to start the configuration.

| <gock |[ extz || concel | tep |

The next page in the wizard will confirm the settings you have entered. Please check them
before proceeding. If you are happy with the settings, click ‘Next'.

Storage Server Creation Status
Monitor storage server creation

Monitor the status of the tasks in the storage server creation process.

Status | Performing tasks... Details
\/ Creating storage server StorReduce
' Adding credentials for server nbu-master-1...

Il [T

| < Back H HNext > || Cancel || Help ‘

The connection to the storage server will now be created. If it is successful, you will see a page

like the one above.
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e

Storage Server Creation Confirmation
Check status and proceed to the next step

Storage server StorReduce successfully created.

Click "Close’ to close the wizard.
Click '"Next' to continue the wizard for Disk Pool configuration.

| <socr |[ o> ][ cose || tew |

The next page will confirm that the connection has been created. Click ‘Next’ to create a disk

pool.
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Step 3: Creating a Disk Pool

Disk Pool Configuration Wizard .
F‘— ~ Welcome to the Disk Pool Configuration Wizard!

The wizard helps you create and configure a disk pool and a
storage unit. Before you begin the storage server
configuration, ensure that the following prerequisites are met:

-The disk devices are deployed and configured as per the
instructions by the storage system vendors.

-All necessary software plug-ins are installed on the NetBackup
Media Servers.

-Details about the storage servers and credentials to access
these servers are added in NetBackup.

Storage server fype:

Cloud Storage (cloudian_crypt)
Cloud Storage {cloudian_raw)
id Storage (storreduce_raw)

MNote: If you cannot see the required storage server type in the
list, ensure that the appropriate license key is installed and the
storage server of the specified type is defined.

| Hext> || Cancel H Help | .

The ‘Cloud Storage Server Configuration Wizard’ will close and the ‘Disk Pool Configuration
Wizard’ (shown above) will open in its place.

In the ‘Storage server type’ list select ‘Cloud Storage (storreduce_raw) and then click ‘Next’.
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Storage Server Selection memce—eng
Select storage servers to scan for disk volumes. . ﬂ i

Storage server:

| Mame | Type

SRR G o

Hote: If you cannot see a required storage server in the list, ensure that the
storage server details are added in NetBackup.

| <gack |[ Wex> || canca || sow

On the ‘Storage Server Selection’ page select the storage server you previously created and

click ‘Next'.

Volume Selection
Select volumes to use in the disk pool. il 5

Storage servertype: storreduce_raw

Select storage server volumes to add to the disk pool.

Volume Mame |Avai|able Sp. ‘ Raw Size ‘ Replication Region

Add new volume on the selected storage server(s) | Add New Volume

Disk Pool Size
‘Total available space:  0.00 Bytes
Total raw size: 0.00 Bytes

o Before selecting a volume, you must validate if it is shared among the storage
servers.

| <gock || next> || concel || ow |

On the ‘Volume selection’ page, click the ‘Add New Volume’ button, a ‘Create Bucket’ dialog will

appear.
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Create Buckets -

Configure buckets for StorReduce

- Bucket name must be atleast 3 and no more than 63 characters long.

- It can contain lowercase lefters, numbers, and hyphens.

- Each label must start and end with a lowercase letter or a number and can contain

dashes.
Bucket name Region
[mybucked] i [~]| Add

Cloud Volume Mame Capacity Region
Create | | Cancel | | Help |

Enter a bucket name in the ‘Bucket name’ field. This is the bucket in the StorReduce server in
which your backups will be stored. Note that bucket names must be at least 3 characters and
may only contain alphabetic characters, digits, hyphens and periods. A bucket name must not

start or end with a hyphen or period.

When you have entered the bucket name, click ‘Add’ and then ‘Create’ which will create the
bucket in the StorReduce Server and close the dialog.

Create Bucl

fets ]

Configure buckets for StorReduce

- Bucket name must be atleast 3 and no more than 63 characters long.
- It can contain lowercase letters, numbers, and hyphens.
- Each label must start and end with a lowercase letter or a number and can contain

dashes.
Bucket name Region B
[ I [-] | ada |
Cloud Volume Mame Capacity Region
O mybucket Unlimited Default

| Create H Cancel || Help |

Back in the ‘Disk Pool Configuration Wizard’ select the bucket you have created by ticking the

checkbox next to its name - then click ‘Next’.
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